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ABSTRACT

Limitation, Visibility, Proximity, Detection, Recognition has generally been quite difficult for a
reconnaissance framework. We can feel these difficulties in ventures where observation frameworks
are utilized like military, specialized agribusiness, and different fields. The more significant part of the
Smart frameworks accessible is only for human intercession observation. There is a requirement for a
framework that can use for creatures because the eruption of the human populace and cooperative
relationship with wild animals brings misfortune and harm to horticulture. This paper intends to beat
these difficulties referenced above for human and creature-based reconnaissance frameworks'
progressively application. The framework arrangement is made on a Raspberry pi incorporated with
profound learning models, which play out the order of articles on the edges. The grouped things are
given to a face identification model for additional handling. The distinguished face is handed-off to the
back-end for include planning with the saved log documents containing elements of recognizable face
IDs. Tried four models for face discovery, out of which the DNN model played out awesome, giving
an exactness of 94.88%. The framework can likewise send alarms to the administrator, assuming any
danger is recognized with the assistance of a correspondence module.

INTRODUCTION
Harmony is a condition of peacefulness that

environment, limiting them to live in a more
modest space bringing about expanding

is vital to be coordinated in the general public instances of contact in the middle. The wild

to live and for its social turn of events. In any animals here and there enter urban

case, the explosion of the human populace

has brought about an expansion in
wrongdoing and robbery cases. One method
for managing this is by utilizing CCTV
(Closed-Circuit TV); however, it can help
preliminary the law implementers on how the
wrongdoing was perpetrated or provide proof
[1]. We need a framework that can help in
forestalling crime. The Security framework is
intended for the human against the human.
However, human impedance with natural life
is additionally a considerable concern. We
are chopping down wildernesses to foster a
framework, creatures'

new pushing
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communities and towns, which gets deadly to
the existence of either species, so the
requirement for a framework for surveillance
and insurance has turned into a necessity for
both. With the headway in innovation, 10T-
based reconnaissance frameworks are turning
out to be exceptionally well known. IoT is a
network in which a few gadgets are generally
interconnected through the internet [2]. The
expert has anticipated fast development in

loT-based items and administrations [3].

In this paper, A Surveillance cum security

framework is created for people and
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creatures, which can help in security and
forestall wrongdoings, theft, and human-
creature connection. The System is designed
on Raspberry pi four which has
like

arrangement, and acknowledgment involving

functionalities item location,
a camera for input. The most famous strategy
for picture handling is Computer Vision, with
the assistance of which machines can
comprehend the information in Images [4].
The initial step for face acknowledgment is to
recognize a face in a picture utilizing Deep
Learning Techniques; Deep Learning works
on the System from time to time [5]. Haar
Cascade Classifier LBP Cascade Classifier is
a portion of the routinely utilized facial
location calculations [6]. We use Telegram to
send a caution at whatever point a danger is
identified, from raspberry-pi4 to a client. The
paper will presently be formed into segments

as follows:

Segment 2 Discuss the evaluation of the
significant examinations this paper centers

on. Area 3 examine the proposed Framework.
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Area 4 Includes the conversation connected
with the outcomes acquired and closed with a

future degree.
PROPOSED SYSTEM

This part is about the plan and execution of
our proposed System. As the info framework,
a camera is utilized, associated with a
The

information as pictures shipped off the

Raspberry pi 4. camera sends
Raspberry pi as info. These pictures are
handled to get data about the items in the
camera outline. When an article comes before
the camera, the picture information is dealt
with by a calculation that recognizes the item
in the picture and orders the thing in a
particular class for which it pre-prepared. The
System created System has two modes, one
for creatures and one more for people.
General System Flow is portrayed in Figure

1.
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Fig 1: System Flowchart

When an individual is distinguished, face information from the casing is coordinated with the
countenances information in the Database. The Database comprises of face information of enrolled
clients. The System is given 400 pictures for each client to prepare and learn for face recognition.
The data about the grouped item is then viewed in the Database for handling. It will then, at that
point, confirm about what if the distinguished article can be a danger or not. Assuming it is a
danger, it will tell the client about it by making an impression on all the enlisted clients, and

afterward, clients can make the critical move to break up the danger.
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Algorithm 1: Modules Invocation

Input: Image 1’

Output: Classification by the Modules

Data: Frames of image z

/+ Taking the images coming from camera as input */
1 while i do

/* Now this is an if...else conditional loop to look for objects in
frame */
2 if object in i then
// Check if the object is Human
3 if object is a Person then
// Invoke the Identification Model and Checks if the Human is
know or unknown
4 if Person is Known then
5 | return ”Person is known”
6 end
7 else
8 Invoke the communication module and return 'Unknow
Person Detected’
9 end
10 end
11 else if Object is an Animal then
/* Now this is a for loop */
12 if Animal is Domestic then
13 | Do Nothing
14 end
15 else
16 Invoke the communication module and return "Wild
Animal Detected’
17 end
18 end
19 end
20 end
a robot cerebrum, a savvy home center point,
The modules utilized are additionally made and considerably more. We involve the most
sense of in a nutshell. recent model 4 in our framework. It is

quicker, more impressive, energy-productive
with 2GB LPDDR4-3200 SDRAM, USB 3.0
port and Broadcom BCM2711, Quad-center
Cortex-A72 (ARM v8) 64-digit SoC @
1.5GHz processor.

1) Camera: It is the info part. The camera

gives a flood of pictures to contribute to the

Raspberry pi for handling. For over the

framework, we are utilizing a USB camera of

5Mega Pixel, which can record complete HD

recordings @ 30fps (outlines per sec). Brief documentation of this module is done
o ] ] [20]. Raspberry pi has been utilized for quite

2) Raspberry Pi: It is a solitary board little

) ) ) a while as the explanation for using it is
Mastercard size microchip that can be used as
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because they are modest, simple to keep up

with, and give high usefulness.

3) YOLOV4 is a cutting-edge object location
[21], giving
identification. Object identification models

model quicker  object
are prepared to take a gander at a picture and
quest for a subset of article classes. Whenever
found, these article classes are encased in a
bounding box, and their style is distinguished
[22]. CNN (Convolutional Neural Networks)
utilized for picture handling,
characterization, division are the foundation
of item identification. The essential thought
behind CNN is
information to a result variable. Joseph
Redmon composed YOLO (You Only Look
Once[23]. After this, a few different forms
like YOLOv2, YOLOv3, YOLOv4, and
presently  YOLOV5
Discussing YOLOV4, three models are the
foundation of the YOLOv4 CSPResNet50,
CSPDarkNet53, EfficientNet-B3[21]

likewise work quicker than some other item

to plan the picture

have come out.

location models at the cost of precision.

4) OpenCV: For

OpenCV(Open Source Computer Vision

picture  handling,
Library) is an advanced programming library
for PC vision-related assignments. It is a
significant open-source library. It has beyond

what 2500 calculations that can distinguish
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and perceive faces, recognize objects,
characterize human items, and other PC
vision assignments. At first, it is written in C
and C++ also, presently accessible in Python.
Face Recognition is done after the face is
distinguished in a picture. Face identification
The

then

includes ID and extraction[7].

distinguished face information is
contrasted and the appearances information
in the data set. There are many face
like
Eigenface,

recognition calculations accessible
LBP(Local

Fisherface,

Binary Patterns),
Haar-Like.

awesome, as seen in [8, 14]. It functions

LBP plays out

admirably with include extraction from a
picture, fundamental for an image handling
model [12]. Information of the enrolled faces
is saved in a .npy record. During the hour of
face acknowledgment, the information of the
new look identified is matched from the face
information put away in the .yml record then
the choice is made whether the face seen is

known.

5) User Communication: The framework
informs the proprietor by sending a modified
instant message and an image in this module.
There are different techniques to utilize an
IoT application, SMTP, or administration
like [5] Blynk, savvy io[24],

Whatsapp, Wire and so on We are utilizing

living.
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the Telegram [6] application as it is free,
secure, quick, and can have two-way
correspondence. Python gives a python-
message bot library making the coordination
with Python rapidly. It likewise scrambles the
with  AES-256

Encryption standard).

message (Progressed

RESULT

The created framework can effectively
perceive different everyday use objects; in
the (a) image, it can recognize a seat with
88% precision and an individual with 87%
exactness inside a solitary edge and in the
picture (b) can distinguish canines and felines
as items with a standard of 84% accuracy. It
can likewise determine a few different things
like a mobile phone, PC peripherals, etc. The
prepared model tends to be specially

designed for other items.

Fig 2: Cat and dog detection
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The Accuracy pace of the model to recognize
the face relies upon different boundaries, one
of which is the picture goal. Tried on the
models this boundary, the DDN model
played out awesome out of the relative

multitude of four models.

Subsequently, the DNN model played out
awesome out of many models. Haar Cascade
played out the most awful more often than

not.

The proposed framework was likewise
effectively ready to perceive various people,
considering that it should store the facial
information in the framework. Prepared the
model on a dataset of 100 pictures, each with
four marks recognized as 'Known' faces and
some other look delegated 'Obscure.’ In (a),
the framework was effectively ready to
perceive between an Unknown individual by
80.50% identified precision, and a Known
individual in (b) with 87.30% exactness.
Subsequently, it can

rapidly recognize

various individuals from a similar family.

REFERENCES

[1] Porter, G. (2009). CCTV images as evidence.
Australian Journal of Forensic Sciences, 41(1), 11-25.
[2] S. A. I. Quadri and P. Sathish, "loT based home
automation and surveillance system,"” in 2017
International Conference on Intelligent Computing
and Control Systems (ICICCS), 2017, pp. 861-866:
IEEE.

INTERNATIONAL JOURNAL OF INNOVATIONS IN APPLIED SCIENCES AND ENGINEERING



VOLUME: 8, JANUARY-DECEMBER 2022

[3] Vyas, D. A., Bhatt, D., & Jha, D. (2015). loT:
trends, challenges and future scope. 1JCSC, 7(1), 186-
197.

[4] X. Zhang, W.-J. Yi, and J. Saniie, "Home
surveillance system using computer vision and
convolutional neural network,” in 2019 IEEE
International Conference on Electro Information
Technology (EIT), 2019, pp. 266-270: IEEE.

[5] S. A. Radzi et al., "loT based facial recognition
door access control home security system using
raspberry pi," vol. 11, no. 1, p. 417, 2020.

[6] D. S. S. Mahesh, T. M. Reddy, A. S. Yaswanth, C.
Joshitha, and S. S. Reddy, "Facial detection and
recognition system on Raspberry Pi with enhanced
security,” in 2020 International Conference on
Emerging Trends in Information Technology and
Engineering (ic-ETITE), 2020, pp. 1-5: IEEE.

[7] Amrutkar, A., Mistari, S., Thambave, K., &
Pandhare, R. 2020. Home Security Using 10T and
Machine Learning. EasyChair. International Journal of
Computing and Digital Systems., 9(6):1251-1261.

[8] Lumaban, M. B. P., & Battung, G. T. (2020).
CCTV-Based Surveillance System with Face
Recognition Feature. International Journal, 9(1.3).

[9] T. Prathaban, W. Thean, and M. I. S. M. Sazali, "A
vision-based home security system using OpenCV on
Raspberry Pi 3," In: AIP Conference Proceedings,
2019, vol. 2173, no. 1, p. 020013: AIP Publishing
LLC.

[10] F. Khodadin, S. J. I. J. 0. C. Pudaruth, and D.
Systems, "An Intelligent Camera Surveillance System
with Effective Notification Features," vol. 9, no. 6, pp.
1251-1261, 2020.

[11] Kaundanya, C., Pathak, O., Nalawade, A. and
Parode, S. 2017. Smart surveillance system using
Raspberry pi and face recognition. International
Journal of Advanced Research in Computer and
Communication Engineering ,6(4): 621-624.

[12] Singh, S., Kaur, A. and Taqdir. 2015. A face
recognition technique using local binary pattern
method. International Journal of Advanced Research
in Computer and Communication Engineering.
4(3):165-168.

[13] J. Han and B. Bhanu, "Human activity recognition
in thermal infrared imagery," in 2005 IEEE Computer
Society Conference on Computer Vision and Pattern
Recognition (CVPR'05)-Workshops, 2005, pp. 17-17:
IEEE.

18

[14] K. Kadir, M. K. Kamaruddin, H. Nasir, S. I. Safie,
and Z. A. K. Bakti, "A comparative study between
LBP and Haar-like features for Face Detection using
OpenCV," In: 2014 4th International Conference on
Engineering Technology and Technopreneuship
(ICE2T), 2014, pp. 335-339: IEEE.

[15] N. Patil, S. Ambatkar, and S. Kakde, "loT based
smart surveillance security system using raspberry Pi,"
In:2017 International Conference on Communication
and Signal Processing (ICCSP), 2017, pp. 0344-0348:
IEEE.

[16] Vadivukarasi, K., & Krithiga, S. (2018). Home
security system using IOT. International Journal of
Pure and Applied Mathematics, 119(15), 1863-1868.

[17] Kumbhar, D., Chaudhari, H. , Taur, S. and
Bhatambrekar, S. 2019. IoT Based Home Security
System Using Raspberry Pi-3. International Journal of
Research and Analytical Reviews (IJRAR). 6(4): 1-8.
[18] M. Dahake and N. J. T. R. P. C. S. Mandaogade,
"Implementation of Raspberry Pi for Human Face
Detection & Recognition,"” pp. 2-5, 2017.

[19] I. M. Sayem and M. S. Chowdhury, "Integrating
face recognition security system with the internet of
things," in 2018 International Conference on Machine
Learning and Data Engineering (iCMLDE), 2018, pp.
14-18: IEEE.

[20] RaspberryPi4
https://www.raspberrypi.org/products/raspberry-pi-4-
model-b/specifications/ Last accesed on 01/06/2021/

[21] A. Bochkovskiy, C.-Y. Wang, and H.-Y. M. J. a.
p. a. Liao, "Yolov4: Optimal speed and accuracy of
object detection," 2020.

[22] Bochkovskiy, A., Wang, C. Y., & Liao, H. Y. M.
(2020). Yolov4: Optimal speed and accuracy of object
detection. arXiv preprint arXiv:2004.10934.

[23] J. Redmon, S. Divvala, R. Girshick, and A.
Farhadi, "You only look once: Unified, real-time
object detection,” in Proceedings of the IEEE
conference on computer vision and pattern
recognition, 2016, pp. 779-788.

[24] S. N. Jyothi and K. V. Vardhan, "Design and
implementation of real time security surveillance
system using 1oT," in 2016 international conference on
communication and electronics systems (ICCES),
2016, pp. 1-5: IEEE.

INTERNATIONAL JOURNAL OF INNOVATIONS IN APPLIED SCIENCES AND ENGINEERING



